Fast Substring Matching

Andreas Klein*

Abstract

The substring matching problem occurs in several applications. Two
of the well-known solutions are the Knuth-Morris-Pratt algorithm (which
guarantees a good worst case bound) and the Boyer-Moore algorithm
(which has a better average running time). In this work we will introduce
the general class of left-to-right searching algorithms which contains these
and several other algorithms as special cases. We show how to find the
optimal algorithm from this class by solving a linear programming prob-
lem. In particular, the presented method provides a matching algorithm

which for large texts is significantly better than known procedures.

1 Introduction

Pattern matching is one of the basic problems in computer science. For example,
it arises naturally in text-processing, language recognition, bio-computing or
image processing. In this article we study the important special case of substring
matching, i.e. find all occurrences of a given substring of length m in a text of
length n. Further we assume that n is large in comparison with m. Therefore,
the time for preprocessing the substring can be neglected. This assumption is a
natural one, since the size of the text can be several gigabytes (internet research

or e-books) but the size of the substring does not exceed ten letters in most
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cases. Additionally we assume that the relative frequency of the letters in the
text is known in advance. In most applications this assumption is evident, for
example, in Internet research and e-books the language of the text and therefore
the frequency of the letters are known. Another example in bio-computing
is the typical distribution of triples of DNA-bases. In all these examples the
distribution differs significantly from the equality distribution so we can archive
an improvement if we use a specialized algorithm that benefits from the different
probabilities.

This paper is organized as follows. First we give an overview of some of the
previously known algorithms. In section 2 we will introduce the class of the
left-to-right searching algorithms and demonstrate that the previously known
algorithms do belong to this class. In section 3 we show how to find the best
algorithm of this class. Finally, we compare the new optimal algorithm with
previously known algorithms to give an impression of the improvement.

The naive substring searching compares every letter of the pattern with every
letter of the text. This yields to the worst case bound of O(nm) comparisons. A
natural improvement is to use a deterministic finite automaton for the pattern
matching which gives the worst case bound of O(n) comparisons. The Knuth-
Morris-Pratt algorithm [5] uses the special structure of the pattern to construct
the automaton in only O(m|.A|) steps. The Boyer-Moore algorithm [2] uses
another strategy. As the naive algorithm it compares every letter of the pattern
with every letter of text. But it starts with the letter at the right end of the
substring. If a mismatch occurs it uses two rules known as mismatch heuristic
and occurrence heuristic to move the search window as far as possible to the
right. The worst case bound remains by O(nm), but under some reasonable
assumptions the average running time is as low as O(n/m). Actually, in practice

the Boyer-Moore algorithm or a close variant is used in most substring matching
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routines.

The Boyer-Moore-Horspool algorithm [4] differs from the Boyer-Moore algo-
rithm only in ignoring the match heuristic. This reduces the preprocessing time
without increasing the running time too much. It is also possible to combine
the ideas from the Boyer-Moor algorithm with ideas of the Knuth-Morris-Pratt
algorithm. This is for example done in the Turbo-BM algorithm described in
[3]. In a recent work M. Nebel [6] shows that the probability of the application
of the match heuristic can be increased by examining the most improbable let-
ters of the pattern first. If different letters have different probabilities this can
significantly reduce the average running time.

A detailed survey over these and other matching algorithms can be found in
[1].

Now we want to describe a general class of algorithms that contains in par-

ticular all of the above algorithms. The task is to identify the fastest algorithm.

2 The general algorithm

The algorithm has a search window that moves from left to right. If the search
window is at position ¢ the algorithm tests if the substring starting at the i-
th position matches the pattern. Especially this procedure assures that the
matchings are found in order from left to right. Thus we speak of the class of
left-to-right searching algorithms. The algorithm has an internal state in which
the part of the pattern that has already been tested is marked.

In each step the algorithm chooses a letter which has not been tested so far at
random. (The probability distribution for the random decision will be specified
later.) If the letter matches the pattern, the algorithm changes its state to mark
that it has been tested. If the letter does not match, the pattern the algorithm

moves its search window as far as possible to the right. At this point it uses a
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variation of the match and occurrence heuristic of the Boyer-Moore algorithm.
If possible, already tested letters are stored in the new state.

So the algorithm need up to 2™ —1 internal stages. For each state we have to
store the information which letter has to tested next. Therefore the algorithm
needs a storage that is exponential in m. Since m is small, e.g. for m ~ 10 a
few k-bytes will be sufficient, this is acceptable.

Let us have a look at a simple example. We search for the pattern 10 in a
text which consists solely of the letters 0, 1 and 2. Assume that the letters in the
text are independent and identically distributed with the probabilities p(0) = a,
p(1) = b and p(2) = ¢ (obviously we have a + b+ ¢ =1). Our algorithm can be

in one of the following three states.

e In the state ?? we have no information about the letters in question. In
algorithm can choose to test the first letter with probability h;. (Shown
by dashed lines in Figure 1). As a second possibility the algorithm can
choose with probability he = 1—h; to test the second letter. (If we choose

h1 =1 and hy = 0 we obtain the Knuth-Morris-Pratt algorithm.)

e In the state X7 we know that the first letter matches the pattern, i.e. it

is 1.
e In the state ?.X we know that the second letter is 0.

Thus we can describe the general matching algorithm for the pattern 10 with
the following state-graph.

Now we give a formal description of the algorithm in pseudo-code and show
how to compute the next state and the step width of the search window.

The internal state of the algorithm can be fully described by the position P
of the search window and the letters of the substring we have tested so far. We

encode a tested letter as 1 and an untested letter as 0. By this encoding we
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Figure 1: The search graph for the pattern 10

map each state to a (binary) number between 0 and 2™ — 2. (In Figure 1 we

number the state ?? by 0, the state 7X by 1 and the state X7 by 2. Note that

we need no state labeled by X X, since if we find a matching, we will print a

success message and then move our search window to the right reaching state

?7.)

Algorithm 1 left to right searching algorithm

1. P=j, S =0 {initialize}
2: while P <n —m do

3:
4:

10:
11:
12:

13:

{loop until the search window reach the end of the text}
choose J {we will later show, that in the optimal algorithm J = J(S) and
compute the function J(S)}
if Pattern[J] = Text[P+J] then
set the j-th Bit of S to 1 {pattern matches}
if $=2"—1 then
print Matching found at position P
Increase P and reset S {see discussion below }
end if
else
Increase P and change S according to Algorithm 2. {Precomputed
values}
end if

14: end while

In line 9 we have to determine the largest prefix of the pattern that is also

a suffix. If the length of that prefix is ¢ we have to increase J by 7 and set S to
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2i=1. (In the example of the pattern 10 there is no such prefix, i.e. i = 0 and
we will move the search window by 2 after each successful match.)
We now describe how to adopt the mismatch heuristic and occurrence heuris-

tic to our general case.

Algorithm 2 How to shift the search window
1: INPUTS: a state S, a mismatch X = P[P+ J] at position J {We may run
the algorithm for all possible inputs to build a lookup table}
1=0
increase i by one
if j —4 >0 and Pattern[J —i] # X then
goto line 3 {Mismatch heuristic}
end if
for all £ do
if the k-th Bit of S equals 1, k — ¢ > 0 and Pattern[k — i] # Pattern[k]
then
9: goto line 3 {Mismatch heuristic}
10:  end if
11: end for
12: print increase P by i {move the search window}
13: set the j-th Bit of S to 1
14: dived S by 2¢ (integer division)
15: print switch to new state S

Algorithm 2 simply does the following. It shifts the search window by 1 and
compares if the letters we have already seen equal the letters we expect to find.

Note that we can do the computations of Algorithm 2 in the preprocessing
phase, i.e. Algorithm 2 gives no contribution to the running time. Therefore, if
X does not occur in the pattern the exact value of X does matter for Algorithm
2. Since a typical pattern will contain only a few letters of the alphabet this
means that the preprocessing is independent from the alphabet size.

Now we demonstrate that Algorithm 1 contains many other pattern match-
ing algorithms as a special case.

Choosing (in step 4) always the first untested letter we obtain exactly the

Knuth-Morris-Pratt algorithm. If we choose the last untested letter we obtain
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a variation of the Boyer-Moore algorithm. To obtain the exact Boyer-Moor
algorithm we have to forget after each “shift operation” the information about
all tested letters, i.e. we must add some unnecessary comparisons. This shows
that we can look at the Knuth-Morris-Pratt algorithm and the Boyer-Moore
Algorithm as a special case of a left-to-right searching algorithm.

Another algorithm we can find in this class is the algorithm due to M. Nebel
cited in the introduction.

The goal of this paper is to show a method to determine (in dependency
of the known probability distribution on the alphabet) the optimal substring
matching algorithm in the class described above.

As we will see in the next section the optimal algorithm is a deterministic
one, i.e. the randomized algorithms allowed in our general description obtain no
advantage. (However they are needed as a technical part of the proof.)

It should be noted that there are possible situations in which other algo-
rithms (for example an algorithm that searches from the right to the left) can
be faster than all algorithms in the class described above. Another one that
is not in our class is the variant of the Boyer-Moore algorithm described by
D. Sunday [9]. This variant tests the leftmost letter after every mismatch and
then continues to test the letters from right to left as the original Boyer-Moore
algorithm. This is not a special case of our class since we require that each action
of the automaton depends only on the current state and not on the preceding
action. In section 5 we will demonstrate how to integrate such an extension in

our framework.

3 The optimal algorithm

The general algorithm from section 2 can be described as a stochastic finite

automaton. Each step is joined by an award (the number of letters the search
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window moves to the right). We are looking for the automaton that maximizes
the expected award per step for a random input.

We use the encoding of the stages by (binary) numbers between 0 and 2™ —2
described in the last section.

Let p;; denote the probability for the automaton to be in the state ¢ at time

step t (0 < ¢ < 2™ —2). The theory of Markov chains tells us that the limit

1 n
Di = nlggo - ;pm

exists. The probability p; is called the limit probability and describes how often
the automaton will be in the state 7. (In this article we need only basic results
from the theory of Markov chains, that can be found in many textbooks for
example see [8].)

The probability that the randomized algorithm tests the letter at position
j if it is in the state 7 is denoted by h; ;. Necessarily we have h;; > 0 and
E;n:1 hij = 1. (In the example we have hqi1 = hao = 1 since in these states
there is only one possibility left. The probabilities hg,; and hg 2 can be chosen
freely and our goal in this section is to determine the best decision.)

With a; ; we denote the probability for the algorithm to switch into the
successor state k, if it is in the state ¢ and tests the letter at position j. The
probabilities a; ; . depend only on the known probabilities of the different letters
in the text. In Figure 1 we have written these probabilities on the edges of the
graph (the labeling in the first position). For example ag 2,0 = ¢ since the only
way for the algorithm to obtain no information on the pattern is to read a 2
(and then move the search window two steps to the right). ag 22 = b since the
algorithm tests the second letter, it changes its state from 77 to X7 only if it
reads a 1 (and moves its search window one letter to the right). To compute

a; j,, we simply have to sum the probabilities of all letters X for which Algorithm
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2 computes the successor state k if the inputs are s, X and j.

By b; ; r we denote the (average) number of letters the search window ad-
vances from the left to the right, if the algorithm switches from state i to state
k while testing the letter j. In Figure 1 these numbers are shown as the second
edge label, i.e. by 1,0 =2 and by 1,2 = 1. To compute b; j 1 we sum up p(X)i(X)
over all letters X for which Algorithm 2 computes the successor state k if the
inputs are s, X and j. Here p(X) denotes the probability of X and i(X) is the
value, which is computed as step width in Algorithm 2.

All these computations can be done in the preprocessing phase and extending
Algorithm 2 to compute this values cost almost no extra time.

Now we may apply the theory of Markov chains to conclude that the limit

probabilities p; are given by the following system of equations.

2Mm—-2 m

Pr= Y > pihijaijn (1)

i=0 j=1

To determine the optimal algorithm we have to maximize the expected step
width for the search window, i.e. we have to solve the following optimization

problem.
2m_2 m 2™—2

Maximize: Z Z Z il i j kb k

i=0 j=1 k=0
under the restrictions given by equation (1) (k € {0,...,2™ — 2}) and

m

Zhi’j =1 for 7€ {0,...,2m—2}
j=1
and the sign conditions p; > 0 and h; ; > 0.
This a nonlinear optimization problem but we can transform it into a linear

one by the following trick. We introduce new variables w; ; = p;h; ;. Since

m R o m o Wi Wi .
> je1 hij =1wehavep; =37 wi;and by ; = = = BT Thus we can
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reconstruct the variables p; and h; ; from the new variables w; ;. With these

new variables we may write (1) in an equivalent form as

m 2M_2 m
Y wiy =YY wijaik (2)
j=1 =0 j=1

This yields the following linear program.

m—2 m 2Mm-2

2
Maximize: Z = E E E wi7ja7;7j7kb7;7j7k

i=0 j=1 k=0

under the restrictions given by equation (2) (k € {0,...,2™ — 2}) and the sign
conditions w; ; > 0.
Since the linear programming problem belongs to the complexity class P

(see for example [7]) we have proven the following theorem.

Theorem 1

One can determine the optimal algorithm in the class of left-to-right searching
algorithms with a preprocessing in EX L(m) (exponential time). The algorithm
itself needs only n/Z comparisons in the average case. (Z is the maximum

determined by the optimization problem.)

The representation as linear programming problem shows why we allow ran-
domized algorithms in our class of the left-to-right searching algorithms. If we
require non-randomized algorithms we have to add additional nonlinear restric-
tions. In other words, we would obtain a non-linear optimization problem. But
we can show that there always exists a non-randomized algorithm with minimal
expected running time.

Theorem 2
There exists a non randomized algorithm with an expected running time of n/Z

steps.

10
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Proof
Suppose that some of the probabilities p; are equal to 0 in the optimal algorithm.
(In the example of Figure 1 this could happen if the optimal algorithm tests
the first letter if it is in state ?7. In this case it will never reach the state
?X, ie. pp =0.) Let S be the set of all ¢ with p; = 0 in the optimal solution.
Furthermore we assume that there exists no other optimal solution that satisfies
p; =0for all i € S and p; = 0 for at least one j ¢ S. In other words, we assume
that S is maximal.

In this case that optimal solution is also an optimal solution of the following

linear program.

2m_2
Maximize: Z = E E E Wi, j@i,j ki, gk

i€EM je{0,....2m—2]\S k=0

under

f:wk,j = Z Em:wi,jai%k for k € {0,...,2™ —2}\S
j=1

i€{0,....2m —2}\S j=1

and the sign conditions w; ; > 0.
As it is known each linear program has an optimal basic solution. For the
linear program described above a basic solution has at most (2™ — 1) — |S]

variables that are nonzero. On the other hand

m
0<p; = Zwm
Jj=1

for all i € {0,...,2™ — 2}\S (by definition of §). This proves that for every
i € {0,...,2™ — 2}\S exactly one w;; in the basic solution is nonzero, i.e.
exactly one h; ; = 1 and all other h; ;; = 0. This shows that the algorithm

described by the optimal basic solution is non-randomized.

11
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4 Comparison with other algorithms

Now we compare the algorithm with previously known algorithms. First we
prove a theorem about the worst case bound.
Theorem 3

Each left-to-right searching algorithm needs at most n comparisons.

Proof

By definition a left-to-right searching algorithm memorizes all letters it has
already tested, i.e. if it has seen a letter of the text it will remember this letter
as long as it is located in the search window. In other words, it has to read each

letter at most once which bounds the number of comparisons to n.

(It should be noted that this worst case bound cannot be improved, as we can
see if the pattern consists of just one letter.)

Theorem 3 proves that each left-to-right searching algorithm satisfies the
same worst case bound as the Knuth-Morris-Pratt algorithm. But for the
Knuth-Morris-Pratt Algorithm the worst case complexity is identically to aver-
age case complexity, while all other left-to-right searching algorithms have an
average running time less or equal n. In other words the Knuth-Morris-Pratt
algorithm can never be optimal in the class of left-to-right searching algorithms.

In [6] M.Nebel proves that his algorithm is faster than the Boyer-Moore
algorithm in many cases but that there exist cases in which the Boyer-Moore
algorithm is faster. Especially non of these algorithms is optimal.

Now we take a closer look on the strategy “test the most improbable letter
first” suggested by M. Nebel [6] and an alternative strategy “maximize the
local step width”. Both strategies have the advantage that they require less
preprocessing time, but we will see that they will be not as good as the general
algorithm. Suppose we want to search the pattern 123 in a text which contains

2

only the letters 1,2 and 3. Furthermore suppose p(1) ~ 0, p(2) ~ 5 and

12
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p(3) ~ % Which letter should be tested if the automaton is in the state 77,
i.e. it has no knowledge on the text. The “test the most improbable letter
first” and the “maximize the local step width” strategy will recommend the
first letter (with an average step width p(2) + p(3) &~ 1 compared with a step
width of 2p(3) +p(1) ~ 2 (if we test the second letter) or of p(2) +2p(1) ~ 2 (if
we test the third letter). Most probably after this test the automaton will be
in the state 7?7 again and therefore the average step width will be ~ 1. We can
increase the average step width to ~ 1.5 if we first test the letter 3 and then the
letter 1. This procedure will most probably shift the search window by 3 letters
every 2 steps.

This shows that finding the optimal algorithm is not obvious and that the
optimal algorithm can be significantly faster than an algorithm based on a
simple heuristic. But to find the optimal algorithm we need a very expensive
preprocessing. For m = 10 this is no problem since the preprocessing is fast
enough to be negligible. For larger m we can choose between the following

suboptimal strategies.

e The size of the linear program does not depend on the size of the alphabet
A. Therefore we may interpret two signs of the original alphabet as one
sign of a new larger alphabet and search the optimal algorithm for this
alphabet. This reduces the search space (we require that two letters at
adjacent positions must be tested at the same time), i.e. the new search
algorithm may be non-optimal. But this restricted class still contains the
Knuth-Morris-Pratt algorithm and the Boyer-Moore algorithm, so we can

be sure to get an improvement of these algorithms.

e First we search for a sub-pattern of length ~ 10. This sub-pattern will
occur on a few positions only. We will then use the naive algorithm to

check this few positions. If we choose the sub-pattern of the last 10 letters

13
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we can still be sure to get an improvement of the Boyer-Moore algorithm.

We conclude this section with a larger example. Assume we want to match
the pattern 123 in a text over the alphabet {1,2,3}. Let p(1) = a, p(2) = b
and p(3) = b. In the state 0 we may test the letter at the first, second or third
position (3 choices), in the states number by 1, 2 and 4 we have two possible
positions to check. In a total we have the choice between 3-2-2-2 = 24 possible
algorithms.

Diagram 2 shows for that different algorithms are optimal for different choices
of a, b and c. Since a + b+ ¢ = 1 we can represent all possible values in a plane.
The vertices of the triangle representing the three extreme cases a =1, b =1
or ¢ = 1, respectively. The center is cases a = b = ¢ = % and so on. Since the

regions have a very complex shape, the picture is only drawn as a raster with

width 0.05 for a, b and c. b

Figure 2: Optimal Algorithms for the pattern 123

There are 5 different kind of optimal algorithms. The three main cases are:
If ¢ = 1 (black area) we should test in state 0 for the 2 (second letter) and
for the first possible letter in all other states. If a ~ 1 (gray area) we should
always test for the right most letter (Boyer-Moore). For b ~ 1 (hatched area)
we should test for the fist letter in the state 0 but follow in all other states the

Boyer-Moore strategy (this is similar to an algorithm suggested by Sunday).

14
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The two other algorithms are only optimal for a small set of parameters: If
a=0,b~ 04, c ~ 0.6 (the area marked by white hexagons) we should test
the right most letter if we are in the state 0 or 2 and the left most letter in
the states 1 and 3. Finally we have a very small area (light gray) where the
following algorithm is optimal. Test in state 0 test the letter in the middle, in
state 2 test the right most letter, and in state 4 test the left most letter

Again we see that is fare form obvious to decide which algorithm is the

fastest.

5 Possible extensions

As noted in section 2, the Sunday’s algorithm is not in the class of left-to-right
searching algorithms. Sunday’s algorithm is a variation of the Boyer-Moore
algorithm that tests the first letter after each mismatch and then continues to
test the letters from the right to the left. A simple way to model Sunday’s
algorithm as a left-to-right searching algorithm is to test the first letter in the
state 0 and the right most letter in all other states. This yields a good but not
perfect approximation of Sunday’s algorithm. In a perfect model we should test
the first letter after each shift of the search window. But this is not a left-to-right
searching algorithm, since the decision which letter is to test next depends not
only on the current state but also on the last action. To model such algorithms
we can extend our class of left-to-right searching algorithms in the following
way. Instead of 2™ — 1 states (numbered by 0 to 2™ —2) we use 2(2™ — 1) states
(labeled by (4, 7) with 0 < ¢ < 2™ —2 and j € {M, S}). The marker j shows us
if the last operation was a match (M) or a mismatch resulting in a shift (5).
We now proceed as in Section 3. We write a linear program that describes the
optimal algorithm and solve this program to find the optimal algorithm. For

this algorithm we can be sure that it is an improvement of the simple optimal

15
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left-to-right searching algorithm described previously in this paper and Sunday’s
algorithm. However we have doubled the number of equations and variables in
the linear program, i.e. we need more time for preprocessing.

There are several other possible extensions of the class of left-to-right search-
ing algorithms. For example, the algorithm may decide the next step on the
two proceeding states (modeled by an automaton with (2 — 1)? states). But it
seems that the additional effort to determine the optimum in such larger classes
is not worth the improvement.

An other variation of left-to-right searching algorithms is the following, after
each shift we forget the tested positions, i.e. we start always in the state 0. This
has the advantage that the final algorithmen, can described by the order in
which it should test the characters of the pattern, the description therefor just
a permutation of the number 1 to m. The disadvantage is that the optimization
problem we have to keep track over which positions are untested, which positions
have been tested but forgotten and positions are tested. We need 3™ therefore
variables in the preprocessing phase. Thus there is no hope to find the optimal

algorithm without an expensive preprocessing.

6 Conclusion

We described a general class of substring matching algorithms which contains
many of the popular matching algorithms. We have shown that it is possible
to determine the optimal algorithm in that class by solving a linear program-
ming problem. The determination of the optimal algorithm needs an expensive
preprocessing, but for large texts and small patterns the speedup will compen-
sate for the preprocessing. Furthermore, we have shown how to reduce the

preprocessing for larger patterns but still improve the known algorithms.
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