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Due to road congestion and pollution during peak-hours, some govern-
ments are interested in implementing “traffic pricing” policies. In these
schemes, your usage of the public road is taxed based on the time and loca-
tion of use. The potential implications regarding the privacy of the driver
are not to be overlooked.

Zero-knowledge proofs (ZKPs) can help in protecting the driver’s privacy.
In this talk, we go over the notion of zero-knowledge proofs, and how they
can be instantiated over elliptic curves. Finally, we show how a ZKP can offer
a more efficient traffic pricing scheme compared to a naive, privacy-violating
send-it-all scheme.
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